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Syllabus for Network Design and Analysis, CISC 271 – CCNA 3 & 4
(4 Credit Hour course: 3 hour lecture, 2 hour lab) T TH 5:30-7:50 PM
	Office Hours: 


Monday: 4:00-5:00 PM

Tuesday: 3:00-5:00 PM

Thursday: 3:00-4:00 PM (Rich 11)

Other Times by Appointment


Instructor: 
Kevin Manna, Founders 201

610-861-5392

E-mail  kmanna@northampton.edu
   

Website: www.kmanna.net
Text: 
CCNA 3 Companion Guide, 2006 Cisco Press, ISBN:1587131706  AND CCNA 3 Lab Companion, 2006 Cisco Press, ISBN: 1587131714.    AND   CCNA 4 Companion Guide, 2006 Cisco Press, ISBN:1587131722  AND CCNA 4 Lab Companion, 2006 Cisco Press, ISBN: 1587131730.  The book store should carry the Lab pack which includes text and lab book under separate ISBN. 

Catalog Description:  This course is intended for networking professionals and students who already grasp the general concepts of data communications and networking with routers, but would like a more detailed understanding of LAN design and analysis, implementation of routing protocols, WAN technologies and telecommunications industry standards. There is a strong emphasis on device configuration and network troubleshooting. This is the 3rd and 4th semester of the Cisco Networking Academy Program. Prereq. - CISC 267.
Outcomes:

· Compute and use Variable Length Subnet Masking (VLSM) techniques to design and implement effective and efficient IP

· addressing

· Configure and use the RIP v2 distance vector routing protocol

· Describe the concepts and techniques of link-state routing, and compare and contrast with distance vector routing

· Configure and use the Open Shortest Path First (OSPF) linkstate routing protocol in a single area mode of operation

· Configure and use the Extended IGRP (EIGRP) routing protocol

· Demonstrate an ability to troubleshoot routing protocol problems, specifically using and interpreting the show and debug commands

· Describe the operation and technology of the IEEE 802.3 “Ethernet” variants

· Describe and compare the concepts and techniques used within Ethernet switched LANs

· Describe and compare the concepts and techniques used by Ethernet LAN switches

· Design a simple LAN using tiered techniques

· Describe the three tier process as used by Cisco for internetwork design purposes

· Configure and administer a Cisco Catalyst LAN switch

· Compare and contrast various forms of redundancy built into networks, and explain the associated advantages and disadvantages

· Describe the operation of the spanning tree algorithm, and describe the methods by which it is implemented and used in a switched network

· Describe and compare the concepts, advantages and disadvantages of virtual LANs

· Configure and administer inter-switch VLANs on Cisco switches and solve a simple VLAN problem

· Configure and administer VTP on Cisco switches

· Configure and administer routing between VLANs on Cisco switches
· Describe the concepts and characteristics of Network Address Translation, and explain its configuration, use, and administration on a network

· Describe the concepts and characteristics of the Dynamic Host Configuration Protocol (DHCP), and explain its configuration, use, and administration on a network

· Describe, compare, and contrast the essential features of WAN technology

· Classify WAN link options and explain the differences between circuit switched and packet switched technologies

· Make recommendations about the provision of WAN services based on needs

· Design a simple WAN system using a hierarchical tiered approach to the design

· Describe the operation, configuration, and functionality of serial point—point links

· Configure and administer serial point-to-point links

· Describe the concepts, characteristics, and functionality of the Point to Point Protocol (PPP)

· Configure and administer PPP on a serial link

· Describe the concepts, characteristics, and functionality of ISDN

· Configure and administer a router ISDN interface

· Describe the concepts, characteristics, and functionality of Dial on Demand Routing (DDR)

· Configure and administer DDR in a network

· Describe the concepts, characteristics, and functionality of Frame Relay

· Configure and administer permanent virtual circuit (PVC) Frame Relay WAN operations

· Describe, compare and contrast workstation and server operating systems and the associated hardware

· Describe the concepts of network management, and explain how network management tools are utilized on a modern network

· Explain the different WAN devices.

· Explain the relationship of WAN operations to the OSI model.

· Identify the different ways to manage and secure a WAN.

· Implement a complex WAN inclusive of all current WAN technologies discussed.

Learning is a mutual process.  Students are encouraged to share related life experiences.  Participation is encouraged.  Please ask questions at any time when you need clarification on a topic.

THE COLLEGE ATTENDANCE POLICY IS STRICLTY ADHERED TO.  You can not learn if you are not present and participating.  Please arrive on time.  Two lates will be considered an absence.  

	CISC 271 Calendar
	
	

	Day
	Month
	Topic
	Assignment

	17
	January
	Review of CCNA 1 + 2, OSI, Encapsulation
	Read CCNA 3 Chap 1, 2

	22
	
	Introduction to Classless Routing, CCNA 3 Chap 1
	

	24
	
	Introduction to Classless Routing, Cont. / Lab 1.1.4
	Read CCNA 3 Chap 2

	29
	
	VLSM Exercises and Practice
	

	31
	
	Single Area OSPF, Chap 2
	Read CCNA 3 Chap 3

	5
	February
	OSPF Labs
	

	7
	
	Enhanced Interior Gateway  Routing Protocol, Chap 3
	Read CCNA 3 Chapter 5, 6, 7

	12
	
	EIGRP Labs
	

	14
	
	Switching & LANs, Chap 4 Switches Chap 5; 
	Read CCNA 3 Chap 8

	19
	
	Switch Configuration, Chap 6;  Switch labs
	

	21
	
	Spanning Tree Protocol, Chap 7; 
	

	26
	
	Case 1 Introduction;  Switch Labs
	

	28
	
	Virtual LANs, Chap 8;
	Read CCNA 3 Chap 9,10

	4
	March
	VLAN Trunking Protocol, Chap 9;  VLAN Labs
	

	6
	
	Lab continuation and make up
	

	11
	
	Review of CCNA 3,  CASE 1 Due 
	

	13
	
	Final Exam for CCNA 3
	

	18
	
	SPRING BREAK
	Read CCNA 4 Chap 1

	20
	
	SPRING BREAK
	Read CCNA 4 Chap 2

	25
	
	Lecture CCNA 4 Scaling IP addresses, Chap 1
	

	27
	
	Lecture CCNA 4, WAN Technologies, Chap 2
	Read CCNA 4 Chap 3

	1
	April
	Point to Point Protocol CCNA 4 Chap 3

PPP Labs
	

	3
	
	Case 2 introduction  (PRACTICAL)
	Read CCNA 4 Chap 5

	8
	
	ISDN and DDR CCNA 4 Chap 4

ISDN Simulation
	Read CCNA 4 Chap 6

	10
	
	Lecture Frame Relay Chap 5, Labs-Frame Relay
	CASE PREPARATION

	15
	
	Case and Lab work
	

	17
	
	Lecture Network Admin. Chap 6 

Case work and Lab continuation
	

	22
	
	CLASS CASE
	CLASS CASE

	24
	
	Case Q&A, Practice implementation.  

Documentation!!!
	

	29
	
	Lab day
	

	31
	
	CCNA Exam Review,  Practice Exam
	

	1
	May
	Application of Case/ Practical Study 
	

	6
	
	Review for Final
	

	
	
	
	

	
	TBA
	FINAL EXAM
	


Class Labs will occur after the discussion of a topic.  Additional lab time can be made available during the instructor’s office hours or via lab passes.   If you feel you need more time to complete a lab, it is your responsibility to ask for a lab pass to come in when no classes are in the room.  Some labs may be completed at home using PacketTracer 4.1.  

A Study Guide will be provided for each Chapter.  It is the student’s responsibility to complete these.  They are for YOUR benefit and will assist you when studying for the tests.  Study Guides are due on the class day FOLLOWING the test for its respective module.   THEY WILL NOT BE ACCEPTED IF LATE!  Please email completed study guides to me.  When sending include in the SUBJECT line, your last name, the course number (CISC271-01), and the Chapter or Module #.  The CD accompanying your text is an invaluable tool and can be of great assistance in completing the study guides.

Grading will be assigned approximately per the following:


Assignments/Labs/Case
35%


Tests (One on-line test after each chapter)
45%


Final Exam(1)
20%

All tests will be taken at home on YOUR time.  They will be announced one class period ahead of time and will be active for at least 48 hours.   Each chapter test contains approximately 20 questions.  Tests may not normally be retaken.  Tests can be made up only in the event of a medical emergency directly related to the student and verified by a written doctor’s excuse.

A one-time award of 5 points will be added to one of your exams if you stop by my office for an informal “how’s the semester going?” meeting after the third test and before Spring Break.

Cell phone disruptions will not be tolerated!  PLEASE respect your fellow students and instructor by turning phones OFF!

Weather Hotline Number:  610-861-4595







